
Identity and Access Management (IAM) and the 

Stay-at-Home Workforce

Overview

Tuebora recognizes that there are new challenges for business caused by the Covid-19 epidemic. 

The use of video conferencing and collaboration software has exploded as businesses try to find 

ways to safely keep productivity at high levels. Remote access to business systems and the IT 

systems that support them have ballooned overnight. This access can be from personal devices 

that may not meet corporate security requirements. Identity and access management has an 

important role to play in securing a connection to business systems from the stay-at-home 

workforce. 

We’ve identified four identity and access management (IAM) challenges for businesses that are 

suddenly faced with the challenge of a 90-100% stay-at-home workforce.

1. Identifying Access Behavior Changes

Many existing IAM systems cannot immediately identify and track changes in access behavior.  

Not having the ability to correctly profile routine access opens the door to malicious insiders and 

those who may have malicious intent after having been subject to workforce reductions.  
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2. An increased Amount of Orphaned Accounts

New accounts and access may be needed for those now working from other locations. Often, this 

new access is through a VPN server. This can leave hundreds of orphaned accounts once used for 

on-premise accounts open and vulnerable.  

3. Process and System Scalability

Hundreds or thousands of new remote users can overwhelm access management systems and 

software.  In addition, suddenly managing 1,000s of remote workers impedes joiner/mover/leaver 

processes. Often, these processes require major adaptations or entirely new ones.

Finally, once processes and systems have been identified for change to meet new needs, business 

leaders are often frustrated to learn that to get the parts segments of a new system to meet their 

goals, they must adopt a system with overlapping and redundant features. With the perceived 

balance of price to value far from equal, business leaders hesitate to allocate the needed 

resources for change.
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Tuebora offers clients a single solution that can be priced and broken down into smaller parts 

matched to their exact needs. Built-in machine learning quickly understands new employee 

behaviors and identifies all orphaned accounts. Governance often gets little attention during this 

dynamic transition until audit time. Tuebora can integrate Governance as just a piece of the 

existing IAM infrastructure or as part of a complete IAM installation. Existing processes can be 

used with Tuebora and augmented by Tuebora’s Natural Language User Interface (NLUI). New 

processes are changed as quickly as they can be spoken.

The pandemic highlights the need to be flexible and react quickly. Tuebora provides the means to 

support rapid IAM change. 
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