Using Tuebora and Okta to
Manage all Phases of the IAM Life-Cycle

Overview
Okta is an excellent solution for Single-Sign-On (SSO) and Adaptive Multi-Factor Authentication
(MFA). It can also perform cloud-based directory services if you don’t already have that in place.
However, key elements of the Identity and Access Management (IAM) life-cycle such as access
control, access certiﬁcation and the access request tracking are often not all part of a single
solution. Businesses experiencing rapid change in staﬃng will inevitably experience a great deal of
risk exposure. To maintain the security posture of an organization in the chaos of a pandemic
requires and organization to maintain security and accountability while supporting
communication and collaboration inside existing business processes.
Let’s brieﬂy break down the six steps in the provisioning life-cycle and see what holes we have to
ﬁll after we implement the Okta solution.

Provisioning
In the provisioning phase of the lifecycle, we’ll need to create or import
the metadata needed for context. All
facets of who the individual
employee is and their relationship to
the organization are important not
only for IAM team members but for
security and asset management
teams as well. Team members and
the assets they touch should be
organized into groups for speeding
up the provisioning process. Tuebora
can import the metadata needed for
this process from Okta Universal
Directory or any other cloud or onpremises directory system.

Authentication
Okta excels in validating an employee’s identity by provisioning cloud based Single Sign-On (SSO)
services as well as adaptive multi-factor authentication. Employee access to cloud-based
applications and systems are secured.

Authorization
Determining the right to access applications, auditing access and managing system and application
authorizations is all required for good governance and proof of access controls. Tuebora provides
the necessary tracking and documentation of the organization’s controls and governance. Tuebora
documents and provides the ability for continuous reporting about why they were granted access
and by whom.
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